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CHINA ISSUES NEW CYBER SECURITY LAW

On 7 November 2016, the Standing Committee of the National People’s Congress of the
People’s Republic of China (“PRC” or “China”) issued the Cyber Security Law (“CSL”). This
new law, which will come into force on 1 June 2017, imposes stringent obligations on network
operators, with an aim to improve online security, prevent networks from attacks and intrusion,
and ensure the integrity, correct use and confidentiality of network data.

“Network operators” are defined as network owners, network managers and network services
providers. “Network” is defined as a system comprising computers and/or other information
terminals and equipment that collects, stores, transmits, exchanges, and processes information
under specific rules and procedures.

Given the broad scope of the CSL, the law will likely impact a wide range of business operators
in China. This Client Alert highlights its main provisions.

GENERAL OBLIGATIONS OF NETWORK OPERATORS

Under the CSL, all network operators have a series of obligations to prevent their networks
from attacks and intrusion, including:

e Formulating internal security management systems and designating a person in charge of
cyber security;

e Implementing technical measures to prevent computer viruses, network attacks, and
network intrusions;

e Implementing technical measures to monitor and record network operations and cyber
security incidents;

e Monitoring and recording network operations and cyber security incidents, and maintaining
operation logs for at least six months; and

e Backing up and adopting encryption of important data.

Network operators will also be required to put in place contingency plans to promptly respond
to security incidents, such as attacks, intrusions, bugs, and viruses.

Non-compliance with these obligations may result in fines ranging from RMB 10,000 to
RMB 100,000. Additional fines may be imposed on the person directly in charge.

Network operators may be required to provide technical assistance and support to authorities
during national security or criminal investigations.
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KEY INFORMATION INFRASTRUCTURE

Operators of key information infrastructure (“KII”) will be subject to additional requirements.
KIl is broadly defined as information infrastructure in certain key industries such as public
communications and information services, energy, transport, water resource utilisation, finance,
public services, e-government, and other key information infrastructure that may have a
significant impact on national security and public interests. The exact scope of KIl will be
identified by the State Council.

Under the CSL, KIl operators are required to:

e Set up a dedicated cyber security management body and designate people in charge, who
must have passed a security background check;

e Provide regular cyber security training, as well as technical training and examination;
e Implement disaster recovery backup for important systems and databases; and

e Formulate emergency plans for cyber security incidents and regularly conduct drills.

In addition, Kll operators must conduct an assessment of its cyber security at least once a year
and submit the results to authorities. They will also be subject to random cyber security risk
reviews by authorities.

Non-compliance with these obligations may result in fines ranging from RMB 100,000 to
RMB 1,000,000. Additional fines may be imposed on the person directly in charge.

Another key consequence for Kll operators is the obligation to store in the PRC all personal
data and other important information collected and generated in the PRC. Any transfer of such
data and information outside China must be necessary for business purposes and will be
subject to a security assessment conducted by authorities. An unauthorised transfer may result
in fines for the operator ranging from RMB 50,000 to RMB 500,000, as well as other penalties
such as revocation of the network operator's business licence or shutdown of its website.
Additional fines may be imposed on the person directly in charge.

STRENGHTENED REQUIREMENTS FOR EQUIPMENT USED BY
NETWORK OPERATORS

Under the CSL, critical network equipment and specialised cyber security products must
comply with compulsory national standards and be certified by a qualified organisation.
However, authorities have yet to release the catalogue of critical network equipment and
specialised cyber security products.

In addition, any purchase of network products or services by a Kll operator that may threaten
national security will be subject to national security review by PRC authorities. Non-compliance
with this obligation may result in fines ranging from one to 10 times the purchase price, and
additional fines may be imposed on the person directly in charge.

Suppliers of the above equipment must therefore also comply with these requirements in order
to penetrate the Chinese market.
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DATA PROTECTION

The CSL codifies (and goes further) certain existing provisions in various regulations related to
personal data protection. In particular, network operators must:

e Keep all personal data that they have collected in strict confidence and adopt measures to
protect such data;

e Obtain the consent of the person whose personal data is to be collected before they collect
and use such data;

¢ Not collect any personal information that is unrelated to the services they provide;

e Not divulge, tamper, or destroy personal information that they have collected, and not
disclose personal information to a third party without the prior consent of the person whose
personal information was collected (unless such information has been processed to prevent
the identification of such person);

e Upon the request of any person whose personal information was collected, delete his or her
personal information (if it has not been used in compliance with the law or any agreement
between such individual and the network operator) or correct such information (if it appears

inaccurate). CONTACTS
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